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Welcome to the Lionheart Educational Trust's termly E-safety update! This is to support parents and
students to stay safe online.

This update will feature resources by the National Online Safety organisation, and these can also be
found on our school websites.

A FREE ONLINE GUIDE ON THE USE OF YOUTUBE

YouTube is a video-sharing social media platform that allows billions of people around the world to
watch, share and upload their own videos with a vast range of content.

As we enter the mid spring term, many of our students will be preparing for their trial exams as well as
their actual exams in the summer.

YouTube provides many revision channels that students commonly used for revision. However, the
content is unregulated, meaning there are risks of students accessing inappropriate content.

This guide provides some tips to discuss with your children about the use of YouTube.

A FREE ONLINE GUIDE ON THE USE OF SMARTPHONES

Smartphones are an integral part of teenagers'lives, offering many benefits but also posing
certain risks.

This guide helps parents understand these risks and provides tips on supporting their children.

A FREE ONLINE GUIDE ON THE USE OF TIKTOK

TikTok is a video-sharing social media app which lets people create, view and download videos clips. It
was designed with young people in mind.

Typically, there are videos of users lip-syncing and dancing to popular songs. It's content is enhanced
by filters, effects and text.

This quide helps parents understand the risks associated with the use of TikTok as well as advice
about how to keep young people safe.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

What Parents & Educators Need to Know about

> YOUTUBE

Almost anyone with an internet connection knows YouTube. The Google-owned site lets anyone
upload videos to be shared around the world, and as a result, it’s an incredible resource with instant
free access to material covering every conceivable topic. But with over 500 hours of video

THE RISKS?

N INAPPROPRIATE CONTENT

YouTube is free and can be accessed via
numerous devices, even without creating
a YouTube account. Some content is
flagged as ‘age-restricted’ (requiring the
user to be logged into an account with a
verified age o 18), but children can still
view some mildly inappropriate content.
This can include profanity and violence,
which some young users may find
upsetting.

CONNECT WITH STRANGERS

YouTube recommends videos

related to what the user has previously
watched on their account, aiming to
provide content that will interest thent.
This is intended to be helpful but it can
also lead to binge-watching and screen
addiction - especially if ‘auto-play’ is
active. Users without an account are
shown popular videos from the last 24
hours, which might not always be
suitable for children.
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YouTube’s algorithm tends to promote
content that's getting the most traffic - a
lot of which can be quite extreme. This
can be fine for harmless topics, but
YouTube isn’t regulated like television,
and that means that conspiracy theories,
. fake news and hateful ideologies can

. occasionally surface to warp
impressionable minds all too easily.
Remember - the more they watch, the
more they’ll be recommended.
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uploaded every minute, not all of it will be appropriate for young eyes.

STRANGERS

YouTube is a social media platform which
allows people to interact with other

usually unknown) users. Account
holders can leave comments on any
video they have access to, as well as
message other users directly. Connectin
with strangers online can potentially lea
to children being exposed to adult
language, cyberbullying and - in the
worst cases - online predators. If a child
is creating content themselves, this can
increase the likelihood of them becoming
a target.

TRENDS AND CHALLENGES

YouTube is teeming with trends and

challenges, some of which are fun to (
watch and join in with. Children often find

these immensely entertaining and might [
want to try them out. Most challenges ¥
tend to be safe, but many others may

cause physical or emotional harm

children who watch or copy them. The =
painful ‘salt and ice challenge’ - where

eople use these two in?redlents to burn

heir skin - is just one of many examples.
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SNEAKY SCAMMERS o

The comments sections of ﬁopulqr
content creators regularly have

scammers posing as that influencer,
attempting to lure users into clicking on

their phishing links. Scammers

impersonate YouTubers by udopting

their names and profile images, an

often offer cash gifts or ‘get rich quick’ \L
schemes. Children may not realise that |
o 4 these users aren’t who they claim to be. |
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APPLY RESTRICTED MODE

For older children, Restricted Mode is an
optional setting t qtrreventg YouTube from cENSORED
showing |nupgropr|u e material (such as drug
and alcgohol abuse, graphic violence, and sexual
content) to underage viewers. To prevent children

from chancing across a?e—lnupproprlate content

on the platform, we would recommend enabling
Restricted Mode on each device that they use to

access YouTube. It's worth also turning the

auto-| F'“Y feature off, to prevent YouTube's

algorithm automatically recommending

something inappropriate.

CONSIDER YOUTUBE KIDS

It's possible to sidestep most inappropriate
content completely via Google’s own YouTube
Kids app for Android handsets and iPhone. This
lets you filter content by “preschool” (4 and
under), “younger” (uges to 8) and “older”
(ages'9 to12). Thisisn't a ﬁerfect substitute for
personal supervision, as the app’s filtering
system is automated, and Google can’t manually
review all videos.

Meet Our Expert

Alan Martin is an experienced technology journalist who has written for
the likes of Wired, TechRadar, Tom’s Guide, The Evening Standard and

The New Statesman.
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MONITOR ENGAGEMENT

YouTube is the online viewing platform

of choice for billions of people, many of /\
them under 18. Younger children will watch

different content to older ones, of course.

You may want to keep an eye on how

children interact with this material - and,

if applicable, with content creators - to (}
understand what they're interested in.
Remember that creators often share content
outside of YouTube, so don’t ignore theirweb @

presence elsewhere!

Although YouTube is free, it does offer some
in-ugp purchases. For example, users can rent
and buy TV shows and movies to watch. If you’
like to avoid children purchasing content online,
limit their access to online payment methods.
Many parents have discovered the hard way that

a child happily consuming a paid-for series
quickly leads to an unexpected bill!
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TRY GOOGLE FAMILY

Creating a Google Family account allows

parents and carers to monitor what their

child is watching, uploading, and sharing

with other users. It will also display their

recently watched videos, searches, and
recommended videos. In general, a Google Family
account gives a parent or carer oversight of how
their child uses sites like YouTube and helps to
ensure that they are only accessing appropriate
content.

CHECK PRIVACY SETTINGS

YouTube gives users the option of uploading
videos as ‘private’ or ‘unlisted’ — so they
could be shared exclusively with family and
friends, for example. Comments on videos
can also be disabled and channels that a
child is subscribed to can be hidden. If the
child is only uploading videos set as
:rrivqte', they are far less likely to receive
irect messages from strangers.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

WHAT ARE
THE RISKS?

AN

AGE-INAPPROPRIATE [ 1=
CONTENT %

While TikTok’s Following feed only displays
videos from familiar creators, For You is a
collection based on a user’s previously watched
clips. Most of these videos will probably be
inoffensive, but the app could potentially show
something unsuitable. If children then engage
with this content, more like it will follow. TikTok’s
guidelines prohibit the sharing of illegal or

¥ inappropriate content, but the huge number of
- uploads means that a small amount inevitably

slips through.

BODY IMAGE AND
DANGEROUS CHALLENGES

According to Ofcom, most online harms
- for teens are body image related for girls
(promoting unhealthy eating, body shaming
and so on) and dangerous stunts for boys. Both
are prevalent on TikTok. One extreme example of
the latter was the ‘blackout’ trend, which
encouraged users to hold their breath until they
passed out from a lack of oxygen. This led to two
families filing lawsuits against TikTok over the

‘ragic deaths of their children.
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IN-APP SPENDING @ <)
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TikTok is free, but users have the option to buy a
TikTok coins, which can be used to purchase
gifts for content creators. Coin bundles range
from £9.99 to an eye-watering £99; while that
may not sound appealing, the app still
generated £7.9 billion in user spending in 2023.
TikTok’s policy is that under-18s can’t make

in-app purchases, but it's possible to bypass
this with a fake birth date.

What Parents & Educators/Needito/Know'about

Adults tend to associate online videos with YouTube - but among teens, TikTok is king. The app provides

a stream of short clips tailored to users’ interests, based on what they‘ve already watched. Around half of

British children use TikTok, and while much of the content is benign, Ofcom considers it the app where
youngsters “were most likely to encounter a potential harm”.

(certain features are
restricted to over-18s only)

CONTACT WITH
o STRANGERS =

With more than 1.5 billion users globally, the
potential for contact from strangers on TikTok is
high - especially as accounts created by
over-16s (or young people using a fake date of
birth) are set to public by default. This means
that not only is someone’s profile visible to
everyone else on the app, it also suggests their
videos to others and enables anyone to
download or comment on them.
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MISINFORMATION AND
RADICALISATION L)

Although the short videos on TikTok tend

to be more frivolous than the longer ones on
YouTube, clips can still influence impressionable
minds in a negative way. Not only is there plenty
of dangerous misinformation on TikTok, but
Ofcom reports that nearly a third of 12 to e=]
15-year-olds use TikTok as a news source — so

you should be wary of misogynistic, racist or
conspiracy-themed material shaping how they o
see the world.

ADDICTIVE DESIGN )
With its constant stream of eye-catching —

)

videos, TikTok can be addictive to young brains.
In 2024, UK children spent an average of 127
minutes per day on the app: that’s twice as
much as in 2020. Excessive use can interfere
with young people’s sleep patterns - often
leading to irritability — and distract them from
other, healthier activities. The instantly
skippable nature of bite-size videos may also
impact children’s ability to maintain focus.
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ENABLE FAMILY PAIRING

Family Pairing allows parents to link their TikTok account to their child’s, -

and control settings remotely. Parents can then turn on Restricted Mode

(reducing the chances of a child seeing inappropriate content), set screen-time limits,
make accounts private and manage whether their child can send messages - and if
they can, to whom. Children can‘t alter these settings without parental approval.
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DISCUSS THE DANGERS

% If a child wants to use TikTok and you're happy for them to do so, it’s good practice
to discuss the potential risks. Ensure that they don’t share any identifying personal
information, and that they know to talk to a trusted adult if they’re worried by
interactions on the app. With more teens using TikTok for news, it’s also worth talking
about misinformation and propaganda, and how to identify it.
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BLOCK IN-APP SPENDING

If a child is using an iPhone or Android device to access TikTok, you
can alter their settings to prevent them from making in-app purchases.
We’'d recommend enabling this feature, as it can be quite easy for a young
person to spend a significant amount of real money buying TikTok coins to
unlock more features of the app — sometimes without even realising.

READ THE SIGNS

If you're concerned that a child is spending too much time on TikTok, or that .
they’ve been emotionally affected by something they’ve seen, it's important to

know how to spot the signs. Increased irritability and a lack of concentration are
potential red flags, as is failing to complete homework or skipping meals. Remember,
the parental controls are there for a reason, and it’s never too late to introduce limits.
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